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(54) REMOTE SYSTEM ACCESS CONNECTION RESTRICTION METHOD 

(57)Abstract 

PURPOSE: To prevent surreptitious and illicit use of a password 
code by connecting an incoming call to a security management 
equipment of a private branch electronic exchange so as to confirm 
an extension class of the security management equipment thereby 
transferring the incoming call to an extension number (DN) for a 
remote system access(RSA). 

CONSTITUTION: An incoming call from a remote location to a trunk 
31 via a public network is connected to a security management 
equipment T10 of a private branch exchange and a qualification of a 
caller itself is confirmed through the matching between an ID code 
of the caller itself and a code using a date/time and a random 
number. Then an extension class of an equipment T1 0 is confirmed 
by using a network 30. a CPU 1 0, and a storage device 20 or the 
like having an extension attribute table 21, an RSADN table 22 and a 
pass word code table 23 or the like and a call from the equipment 
TIG to the RSADN is transferred, the access to the RSA is made 
and the service is started. Surreptitious and illicit use of a password 
code are prevented by using the security management equipment. 
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(57) [^^] 

[«J«1 STEP l-C^ft#36>b«?5l^;&?>^*^J: 

m,^^^m<Dby'>'^\zmmL. step 2T*::(7>^ft 

STE P 3T-fer:^ y x^^3l3^®T 1 0 fcj: i:? , ^ 
ft*<^iSfe^5i^i--5o -^rUT. STEP4T-(i"ferdey 
X^f^^^gT 1 0Of^i^i^7::^^?i^b. STEPS 
T^ir:^?' y T ^l^S^^T 1 0;d^R S AD N {C^i^-HJfg/^ 
S-^fi, K«^I*^R SADNJctei^L. STEP6f^ 



STEP 1 



STEP2 



STEPS 



STEP 4 



STEPS 



STEP 6 



X 

(::*ftL ( S TE P 1 ) . 

mW: (no) {cffi^L (STEP 2) . 

mm-^^v "r^^mmm (xio) izjuki. ^m^(o9i 

^&0^^^fTV^ (STEP 3) . 

m^. tl]fS-ir=2r y x-f (Tio) Of^^^^^^ 

(STEP 4) . 
i>-:^v'M^r (RSADN) 
mWi (Ti 0) ;&>biaPi^>;^xAr^-t;^i^--t^y^^(7> 

f^i^#-^ (RSADN) {^^i^L (STEPS) 
itPlif- t^;^(cT:^ir;;^ t:';^^^ii-r^ (ST 

EP 6) . 

iBttiSa (2 0) (C. «F^S^5^*«{CiR§$ix6F^i^ 
r ^ CO if - 1*;:^ i!^ ^ ;^ -5 R*g j^MttT^ 

(2 1) t. 

mu^^mi±v'-^/i^ (2 1) T-:^a^ix^if-t:^;^i5^ 
^ ;^ r ^: CD SiK^a ^ ^a-f- 6 ^ >^ 7^ - 7^/^ 

(2 4) ^^tt. 
iSPlv'jT.T- AT:5^-fe;^f-— t:';^^c75F^^#-§- (rsad 

N) \:imf^^no . mm^mm^'r-'>^/i' (21) 

^ '7:^'^mv' — ^/i^ (2 4) J:»?m51L. ^P1>';^7"A 
ri>-t;?<.if— i::';^^(7:»P»>ii^## (RSADN) \z.^mt: 

mo 

adn) \cr^±:^'t^t^. ^mm\c^H^i(Dmu± 
^v^^mm^m (TIO) {z^f^-r^sTBP (2 

0) . 

mm^^vv'^'^mmw: (tio ^^^b. iSpiv';=^7^a 
r^±::^m<o^m^-^ (RSADN) icmi^^n^t 



(2) 7-245657 

2 

-t*6:?^7" 5/7" (STEP30) . 

It ^ SPi ;^ A r if - ^ MW-r 5 « 
SRIv^;^7^i^r :J^i?;:^->^or :^^-i?;?;^fT5 ^ ^, /-^J^C? 

(STEP50) ^^(j-. 
:^ -r A r ir ;^ ^ ^ ih r 5 c <J: # SS: ^ -r S it Pi v- ;^ X 

^t? ^m^'T^^^'r (STEP6 0) ^^ij-. 

r ^ ir o^^ffi^^^^^^^fF^f^l-^^^x.^ ^ 

n^m 5 f5moaRi:i>':^ 7^ r ;^ ^m.mm^mo 

^ -r -5 If 5 fEafe CO itPi v^:^ 7^ r ir ;^ 

^® (T2 0) -^CO/l^-T'^ V:^^:^^"!!^/^^!!^/;^^ A 
r ^ -i? ;^ if - t:';:^ ^ « :^i5 1 ^ r . 

^R|S^>^X-^r i5^-t;^-v60r^-t>^^^f 5 ^ ^> RSA 
])-=^l^^'r-^/i^ (2 8) Mf5 
RSA^m9dy^^ V -=^>':^V"-y'ji^ (2 8) 
t;. 5 ^ CO i^Pi ^z;:^ 7" A r ir ;^ ^ ^ -ir /i- ^ 

7t:®'8'JiHlJia^^5?S (T2 0) tc^^-T -5 >^ 7^ 
(STEP 7 0) . ^^it/cC^^4#m<!:-t-5SPiv';^ 

i&m->y^'rJ^T^±:^'^(DT^±::^^'ff^t^. RSA 

y i/x — ://!- (2 8) ^BS^t. ftjiB 
^^SS (T2 0) -^(7:>^^^4f ofc{^. v-J^^t^jM^^ 

m<o^mmmmm (t3o) tcsfriB^^iie (t2o) 

(^/i — "r^ i-'^^^infz::. t^^^-r^:^^ y':f (STE 
P8 0) , ^ei:tfcr ^^4#1S^i-5li3ieJi8isifc(7Da 

50 [n^^\o\ s^'^m.<o^m->::^'Tj^r^^y^mm 



3 

mm->^y''^T^'^:^^(or^±:^^iyot^. RSA 
«^$fe^^ y-^^-iS^X-://!- (2 8) ^.^-g-L. gtjie 

^^^g (T2 0) ^(D^^^n-^f^m. ^y^'rju'^m 
m<Dmm^mmm.f^m (tso) icwtjis^^^g (t2 

(T2 0) <Dm^\^^t-hmmiy:^TJ^Ti^-^:^\ziim 

^n/c/-^';^ !7- K3- K^:^ii-r^^X iy:^' (STEP 

9 0) . ^^ij-frc^^itia^-r^it^ftJisisaoiSPi 

s^j^sfe:^^ y-::^>'i>'x'-://^ (2 8) ^m^i^. 
m^^Wi (T2 0) ^(o^m^n^\ ^m'^^m<on± 

[0 0 0 1 ] 

[0 0 0 2 ] m,^^^m(^i&Wf<Dmm\^m\ m^m^f- 
m « itx ^ ^ n fcmi 51 

[0 0 0 3] z(ox^fj:m^M.^^^mt^m^i-h-^- 

^U.^"t'6isPlv';^x jUTrJ^ir;^ (Remote System Acces 

[0 0 0 4] ;&^}5^6R S Ai^— t*;^lcjoi^r. 
K=r-K(75S^. ^.^^gj^ih-r^r ^(7?T-#SRSAgf 
M ^ « ^ 3jt ^ n T I ^ -5 o 
[0 0 0 5] 

t?, 2 OJif£tg^gT^!? , 3 0 li^^^z h !7-:J^T-^ 
19. 3 1. 3 2^^^^]P^::1g^$i^S h^VjS^-^fciS . 
T l-TnJii^5fC-r#>5o 
[0 0 0 6 ] ^fz. ISlt^g2 0 01^(0 2 2f:iRS A^ 

%!Jffl-rs/cisi>t75J^3^#-§-|*i: LTOR S ADN7"-://^ 
T•^t^, 2 3li/^;^!7— K^i— Kt" — -T^/^-c*?!?, 
r7- Kr^twSEi^^tg/^R S A■^^-t:'^}i^5^^^ 



(3) WmW-T- 2 4 5 6 5 7 

[0 0 0 7] mi 4\t^^m<oy u--^^-- bxh^o 
siTy^-^^- h\zi.iti>^^x. ^f^mi^^nm-r 

So STEP s t^^^-r^) 11 ;itPilfel::v^5 

[0 0 0 8 ] s 1 2 I mit9nf}^R S A'^—t::^-^(Om^ 
^n^fzis^\cn^^ bn)tf^i^AT-*>5d^S5&>^*J^i- 
7(7 So rrr-fi, ^tST lf)^(^iSA7?fcS>b<7>^ UAT 
f^j»Ai:«-^-r5o 

[0 0 0 9 ] s 1 3 ; ^A^m^m^-r^^m^tP^mA. 

s 1 4 ; P^j^Ad^y^ s^:3ev^^^(TlV RS ADN^y^l' 

[0 0 10] s I 6 ; ^mAt^:^>'y ^y^-t^. 

s 1 6 ; \^B^A<0:t> y iy ^ X 0 . h "7 ^ 3 1 

[0011] s 1 7 ; 7— K =3— Yiy-'^^T. v—Y^ 
— K-f — •://i-2 3(cl^®^^i^r^^5/^•;^!7'- h:=^— K{c 

s 1 8 ; K::^- K{C — g: bfc^^J^ . «f^m 

[0012] sl9;h^:^^31 \z¥ h— >^ 

s 1 9 a ; m%^-h-'&\^^'r^¥^ ^)\^^^{%^^. 
30 s 1 9 b ; ^g^^i^y!:i^-fc';J^^^«^-f -5o 

[0013] sl2a ; si 2,X^\%%i^^^ KXfl\^^ 

RS AT:>'t^-^<D^m(Om^\Z\^. .s 1 5-^iiti^o 
s 1 2 b ; «ft5fe3S5f^?|fcA-f ?fe< , R S ADNT-t>;tt\.^ 

[0014] sl7a;sl7 X^'^:^V— K =3 — Y±^— 
R S A-^OSja^^Ti?-f ROT(Reord 
er ToDe)Sj^^fr5o 

40 3&51&t>«F^m^^^femi-iR^^nTl^-56^7STl -Tn 
[0015] 

r. R S Aif-t';^^Jffi(7>-5T:g:<S:^JS-t-5^(75li> /-^^^ 17 

^f-}b<n^'^::^ u—Y:=^- Yt^&m^^^^i'tmm^rifz.m 
5(? f§^5:F^^c^Tt?i^ru^l^, mp^n^^wm^m^x^x 



5 

®^^«iJ:^&^^mu J: 5 ^-r-S. 

[0017] 

m-t^mx'h^o mnRSA^mmm^m^^L. st 

hyl^^iZL^mi^. S TEP 2T-^^{tP?^, #F^m^ 
S^^mtD-ferdry x^l^S^fiT 1 OtC^gfeU. STEP 
3T-ir:3r y ^^^gg^at i Q J: . ^ft#oi»*&co 

[0018] ^bl^, STEP4T-^ft#cr)K*&:d?3SPi 

^^■gT 1 0 cDP^^^ ^;^^^^L, S TE P 5T-ir:35. 

[0019] 

m^mri or*^^ufc^«^-a:-r6w^«r5i^-r 

R S ADN---^^Lif— t:^;^^^g}-r'5o 
[0 0 2 0] COctp^-s RSADN^Ti^-t'JJ^-r^.S 
^ft^l^ir^y T^^rl^^^gT 1 0(DmM^J:^m^^:^ 

[0 0 2 1 ] ^its mp^m,^isnmm^^^m\^it^<:^9- 

(c, ^^<DRSAT^-^::^^-^i!}^^^'Y^i^^titzm^. 
K^5l^-r^^<b{cJ: 0. >'-^;^i7- KoiSffi, ^sffi^gS 

[0 0 2 2 ] 



(4) 4#§^¥ 7-245657 

e 

A (1) ^m§^i-^iiT-^6o Hl^oi o;^^^^^^ 

[0023] ^rc. 31. 32 V=7^^^X^K} . Tl 
Ofil^i^A<i: LT^M^n^ir:^ y^-<^SI^g, T2 
-TnJ^«3(?r-feS. *:^5^{C*5VNT, l5«Sg 2 0 {C 

10 1. RS Ai^-t';^^fiJ^-r5/J:e^i>OP*3^#^|$^ LT 
(7:)R s ADNx--://^2 2 . ^ft^(7:>!%*&^^^i-^ 

17— K^r— Kt^— ://^2 3. i^—t'y^^ ^>^r 
^ t';^ ^^^i- -5 ^ ^ ;^ ^a-r 

2 4. %'mi-':^'rM.y "7 V^'&m'r^'iy::^^' y^r 

[0 0 2 4 ] g| 3 Ji*^i?(Djgife«riJ,7>7^-://U«jS; 

(1) ^Wimir^bmxh^o (A) f^f^^lM^^-r-://!- 

2 1 cr)«j^it^:^L, #f^^r<?r{c:-y— t:';:^^ (Clas 
s Of Service. ^.T O O S t^^^^T^) . ^mmm^^ 
20 :^ (Restriction Mode. J!^TR S B&^^-f- 5) . yr 

V "7 :^ (Facility Restriction Level. ^ 

TFRL^B&$!F-rs) (b) i^rsa 

DN7"'-7'/U2 2<7:)^^^^L. ^R S ADNr:i:{Ci^ 
-t';:^^ ^;^COS. ^mmm^ y:^RSM. yrUV 

(Security Group. J!^ T S G R P B&^f -5 ) <DMf>^^ 

ft^nri/^Sc ro-t^y x>f (sgr 

P) ?^#-§-r^{C-ir:3ey7-^^0/-?;;^r7— Knr-K|¥^ 

JO [0 0 2 5 ] ^/c. (c) it^<y^9— \^'r—y/u 

2 3 OSi*^;^^. /-^^^ !7— K=i— K (Pass Word Cod 

e. J[^TPWC^»&^-r5) . :5o J:tf--^^ !7- Kc:r^ K 
PWC^ LT(7)i^-t^;:^^^;^COS. S^^^J^^;:^ 
RSM. 7rv'y7"<r^fiJi{^T-XFRLcoM}2^^:^a^ 

n, (D) f:i:^^7;^^^r->^/U2 4 0«^^^L. ^^ 
— b^y^^ ^ CO S t';^^^nTtgT-^5;&^^ 
^^b. (E) i^v';^xa:7^:^7" — >^/^2 5(7:>«jS:^ 
R S Ai^-t';^--v^7:>ii:^T^-fe:;^f^F^:7 7^2 5 
1. y 7^>r«^^^mT 1 0--COgSilSlH]>^^:>'2 5 

[0 0 2 6 ] li4ti;*s:^0^(;>||J||^J,7>:7n-^-t- h 

(1) ^T^-to mnm^mi. ziz^jitr^-r^mmffmy 

[0027] STEP {!;iTS tmW^^) 1 1 ; itSi 
5^ [0028] S12; ^ff^d^R S Ai^- 5 



7 

[0 0 2 9 ] S 1 3 ; ^^J^^g 5^it^ ^ ^ y 

-fe:aei;7^>r«3i3^eTi o*>b^ft#--i D=I-K 
[0 0 3 0] S 1 4 ; -t^y x-f «3SiieT 1 0tCj:-5 

'^^^)'r ^^m.^m.'Y \o\ty rsa 

i^- t^;:^ ¥^ omf§#-§- R S A D N ^illtili- -5 o 
[0 0 3 1] S 1 5 ; **fWffllKei OlilEi^$fe:d5R S 

= 0) : ^J^Seftf'— ://^2 4 (7>RS AlEiMd^i^^^ 

15a -^iltTo 

[0032] S16;R S A^i^;6^f=FS ^ixTl^-S^-e- 
^Cti. ^ftP^(D^7:?i>mtt^-B#e«j{cp^j^AcD^7;^S 

S 1 7 ; R S ADN---'E?^.&^tC^^^iX. ¥^\}\^V — 
(la + DT^^-r) ^S^L. f^i^A^;r>':7 5/:^^-r 

So 

[0 0 3 3 ] S 1 8 ; A^^;^ V :7 i> S r ^ J: 
ip. h^>'iJ7 31^R S ADN^:5^{S:3g.^{c:^^^iX^ 

SI 9 ; ^^-Y-^/i- V^fl^^L. ^ft#li*M-f 

[0034] Sl9a ; "^^ftllffll^S 1 0 ^i^i^(?:>i^ — 
2^^1ijL«^®jf^^fT^o 

S 1 2 a ; S 1 2 T-^ft^^i^P^i^ AT/.^ 1/ O 

^fs T- ^ 5 o r-ii « <?:) «fE to^ ^ 5 o 

[0035] S15a ;Sl5-eRS A^-Ofei^^fP'^ 
^nrt^^j^l^^-^Ji, R S A---CD^^^fTi:?-rROT^ 

coj;5?:e^J(IJcJ:i? . ^*P^ill*LRS Ai^-t';?^ 
Kih-rsr ^^S^Tt 5o R S ADN-^<7?teill^ 

[0 0 3 6] ^5Ji*:^|go^3fe^i|.;>:7n-5^^- h 



(5) mWiW-l - 2 4 5 6 5 7 

S 

(2) ^;^ro ljJ^fS5j^^i3 . 4 {CjttJ^r>i-S^ife^yc0 7 
D-^-Y- hr-^l?. R S ADN{Ci£«^fELr#fc^ 

ssi«)<cjJi^#«to^:¥yx-<^3i^eT 1 o{cs^ 

1-Sfcie>co;^-r :y 7^2 0 LTO S 2 1 ~ S 2 3 . iSJ: 
I/R S ADNCltei^-rS^^/-^;^ 17— K=r*- ¥<D?<M^ 
'S^^mt^^t>^m^ir^:^'T y^Z 0 LT<OS 3 1 — 3 

[0 0 3 7 ] S 1 1 ; ^m^f)-h<D\^tm}^^^^^^ 
10 O h^Vi!^ 3 llCiaPfiU, SftLfc^^-V/l-^i^Wi- 
S 1 2 ; ^ft5fe^^R S A-y— t';^^ff 5fci=!>{C^fj'bix 
fcI^3^Ar-*?S;6^S;&>^fiJSi-So CCT-(:J. F^i^A-- 

[0 0 3 8] S 2 1 ; F^i^ A-^CO^^f^fet^^-^. 
T*, P^r>\<i^<D^{tt^^t^^^]'^\^^ RSADN--- 

R s A--(7:)ii:gETi5^-fe;^t^^:7^^ 2 5 1 :&^i:oT 

[0 0 3 9] S 2 3 ; J^y^ ^"r —-f 2 5<^r# 

2 5 2d^i:-oTi^Sd^^:6^^*y^U. i:or^/^/^^^:S'& 

[0040] 513-517 ; AtTD^-g-, 

(o^^^:z. y^^n-^ fz±X' R s Aif- e;^ comig 

#-^R S ADN^isltb F^j^ACOi^— f ^ 7 C O 

S:d^R S A^i^;5^rFS$nri^S/5^^d>^^i^iJ^L, fF^ 

[0 0 4 1 ] 531 ; iyy^y- J^y y ^"r--^ )^2 5 ^# 
5 3 2; z-?;^ !7— K^f- KOA:^^^i&T-^ 

\t. hy^^ 3 iicv^'Y/i-b-'^^mmi.. ^<y^y- 

40 [0042] 533; miE^f)^h (D^^y^ 9 — K =3 - 

sft-rso 

5 3 4; ^^*«?^^Sl Ol^Sff b^:/^;^!7- K=i- K 

f>^R s ADN7"--://^2 2 {c^s^i^^ttrv^s^-^;^ 9— K 

5 15a tCiitfo 
[0 0 4 3] 5 3 5 ; z-?;^!?- K=»- Kd«— g: Uirc:^'^' 

S 1 8 ^mtJo 

sis-siga ; ^fB^ti%Mi-Si^— t'x^icr ^-t 
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[0 0 4 4 ] r oj; 5 T^^^JiUfcj: i:? , i;^mm'i^mj^^(D 
^ttit(?:»-t:3ey -r-fl^^SeT 1 Oi)^^^^nri^-5f^ 

[0 0 4 5] ^fc. *l^^fefl^(){cj8l^T^;i. ^#{:tto^r:3^. 
Ji^OR s Ai^— t:*;^---Ti^-ir;^i-S:i 

[0 0 4 6] me \^^^mcommm(Dm^M'f'^^iy:^ 
"rJ^ (2) ^mm-r^mxh^. mitrnzx-mmi^tzm 

f^m^5^^v^::^x^ (1) <:o*:^$ij«5^ai o{;i. 
^1 1 r-^^L>tM^;^7 !>>':^ 1 atcj:^;^?!^^ hffl<^ 

its-r^T^-^fctsaj 1 3 . mmm^mnmm^ 1 0 a 

<5r o-O-^ 17 — pH^'B^ Y !7--^^ (H^f^ 

ei^'tt^ I NT <^#-t-6) 1 4^mif. mmmmz o\z 
[0 0 4 7 ] m7\-t^^m(ommm<D'f—^'r—^;\^^ 

[0 0 4 8 1 /^-'r^>^%^^:::t<r^mmv^iy' 
[0 0 4 9] /i--7^>r v^^S-i-r^o^^j^ 

[0 0 5 0] , ^'^t^RSAT^±:^:^>hmm 

[0 0 5 1 ] (cjolj-^Sf— e>^r^-ir;?^(7^*^{c 

•y- h (3) ^^i", llJ:if*5Rii5, e^zMf^^-t^mm 
^i|co:7n — ^ir-- I? . S T E P 5 0 i: S TE P 6 
0^LTOST60' T 6 4 ^KJj-fct><DT-fct? . 

[0052] S50 ;RS A--r ir ;^ ^fy 9 <?r ^ . 7=" 
— ^7'—^jV2 6 Otf" CO 17— Kzi— HM'^OR S A 
ih-t';:^ (l^'f'JlR S AS ^^i") V — ^^\^r^^y^^ 



(^) 4#W¥7- 2 4 5 6 5 7 
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[0053] S60' 7"-^7^-://^2 6 0 

[0 0 5 4] S60a ; T -t^^-T -5 R S Ai^— fc*;?^ 

/t? ^co^-a-icfi S 6 1 -^iitfo 

S 6 0 b ; R S A/l--^^ >'iJ7'$fe#^fix — ^7"-://U 

2 6(7Dcfi{-^^^tLri^6:e>^^^^^«^L, ^o^-^tc 

S 6 4 JCxitPo 

[0055] S60c \ R'5> KJl^ — v- ^l^^'^^^CO'f 

S6 1 ; fF^O#'a^{cfi'7^-^7^--://L.2 6 c^^;EB Lfc 

[0056]S62;R S Ai^— t*;^ ^CO h— iJ^/l-T^J^ 
S6 3 ; i}--):f:^mT^. R S Af— t';^ (t:)^^^^^^!: 
S64 ; t'^'.^-T'n ^ T^-^>^LT#fc 

[0057] S60C-T?. /U—'r^ >'^9c^^^t\zm 

[0 0 5 8] ^tz. m 7 <D^—^y' — ^l\^<DX, b (Cx- 
y^/^^SiSci-^r ^ {C J: 19 . Mf51v';^7^^r :^■t;^(^/^ 
ro3j ^ii^-rttf^, ro3j T^^^-5-r-<rco#-§- 
(fi*Ji7>tJ^:) 

ia9{i*^ig(7>^ife^«|(7:)«f^^^5^^v';;^7-i, (3) ^ 
lai^-f-^Hr-^Sp ^f^Iil2X-K5gLfcR S ADN-T" 

^®2 0{C, ^.i^atgf^-^^^i^mfg^T 3 OOJf^t^^ 

'\nm^'sm-r^^mmm,m^^^> 7—^/^2 7, rsa 

^l&^f^LfcR S A^^^;^i5^ y -ri>'^7-~:/yU2 8. 

^ >' ^ i^rS it>(7:>^m##^^^^ LT^^ff* 
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